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Abstract
In today’s media–-saturated society, digital images act as the primary carrier for majority
of information that flows around us. Such digital images have a profound impact on our
lives as they play a significant role in providing evidences towards the faithfulness of
any event. However image forgeries such as blurring, retouching, cropping, contrasting
etc. have become extremely possible with the recent advent of highly sophisticated image
processing tools that are easy–to–use and available at low–cost. The threat to the integrity
and authenticity of digital images has been further increased by the fact that majority of
the image manipulations done, are imperceptible, hence undetectable to human eyes. The
authenticity and legitimacy of images are of prime importance and need to be protected.
Hence the protection of image authenticity poses as a major challenge in today’s digital
world. Consequently, as a realization to the importance of identification of image forgery,
in the recent years researchers have begun developing Digital Image Forensic techniques.
In this thesis a blind digital forensic technique is proposed to detect manipulations as well as
localize forgeries in digital images, blind in the sense that we require no original information
of the image to detect the manipulations.
Today’s most prevalent widely used image format as a world–wide standard for
compression and storage is Joint Photographic Experts Group (JPEG). JPEG format, due
to its efficient compression features and optimal space requirement, has acquired the use of
almost all present-–day digital cameras. In this propose work we aim to detect malicious
tampering of JPEG images, and subsequently reconstruct the forged image optimally. We
deal with lossy JPEG image format in this paper, which is more widely adopted compared
to its lossless counter–-part.
The first part of the thesis we devise a blind forgery detection and localization technique.
The technique aims towards the detection and localization of not only a single forgery
but also multiple forgeries within an image. The proposed work is based on finding an
optimal error matrix image that clearly depicts the forged regions. Using varying values of
compression factor the tampered image has been re–compressed and the difference between
the its re–compressed versions and the original image are computed to obtain the error
images. In the current literature survey, majority of the JPEG forgery detection techniques
require the human interaction to select one out of many error images generated, that clearly
depicts the existence of forgery. In this work we devise a technique that is capable of
automatically finding that particular quality factor which generates the optimal error image.
vii
Hence the entire JPEG forgery detection mechanism may be automated and successfully
completed without human intervention, which is contrary to the operating principles of other
JPEG forensic techniques.
In the next part of the thesis , we propose a technique to reconstruct the forged image
optimally. We aim to achieve optimal reconstruction since the widely used JPEG being
a lossy technique, under no condition would allow 100% reconstruction. The proposed
reconstruction is optimal in the sense that we aim to obtain a close similarity form of the
original image apart from eliminating the effects of forgery from the image.
For forgery detection and reconstruction of JPEG images, the inherent characteristics of
JPEG compression and re–-compression features are exploited,
Proving the efficiency of our proposed technique we compare it with the other JPEG
forensic techniques and using quality metric measures we assess the visual quality of the
reconstructed image
Keywords: Digital forensics; digital images; Joint Photographic Experts
Group(JPEG); re–compression; image tampering; tamper detection; tamper
localization; JPEG reconstruction.
Contents
Certificate of Examination ii
Supervisor’s Certificate iii
Dedication iv
Declaration of Originality v
Acknowledgment vi
Abstract vii
List of Figures xi
List of Tables xiv
1 Introduction 1
1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1
1.2 Problem Statement: JPEG Forgery . . . . . . . . . . . . . . . . . . . . . . 2
1.3 Objectives and Contributions . . . . . . . . . . . . . . . . . . . . . . . . . 3
1.4 Thesis Organization . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4
2 Literature Survey 5
2.1 Double JPEG Forgery Detection . . . . . . . . . . . . . . . . . . . . . . . 5
2.1.1 A–DJPG Compression Forgery Detection Techniques . . . . . . . . 6
2.1.2 NA–DJPG Compression Forgery Detection Techniques . . . . . . . 6
2.1.3 Combined Detection Technique of A–DJPG and NA–DJPG
Compression Forgery . . . . . . . . . . . . . . . . . . . . . . . . . 7
2.1.4 JPEG Anti–forensics . . . . . . . . . . . . . . . . . . . . . . . . . 7
3 JPEG Compression Phenomenon 8
3.1 JPEG Compression and Decompression . . . . . . . . . . . . . . . . . . . 8
3.2 JPEG Re–Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9
3.2.1 Types of JPEG Re–Compression: Aligned and Non–Aligned . . . 9
3.2.2 Same Quality Factor Re–Compression . . . . . . . . . . . . . . . . 10
3.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11
ix
4 Tamper Detection and Localization in JPEG Images 13
4.1 The JPEG Modification Model . . . . . . . . . . . . . . . . . . . . . . . . 13
4.2 Detection of JPEG Forgery through Investigation of Image Differences . . 14
4.2.1 Investigation of Aligned Forgery . . . . . . . . . . . . . . . . . . . 15
4.2.2 Investigation of Non–aligned Forgery . . . . . . . . . . . . . . . . 15
4.3 Detection of JPEG Forgery through Automated Quality Factor Investigation 15
4.4 Localizing the Tampered Regions . . . . . . . . . . . . . . . . . . . . . . 17
4.5 Handling Multiple Forgeries . . . . . . . . . . . . . . . . . . . . . . . . . 19
4.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20
5 Reconstruction of Forged Image 21
5.1 Determination of Quality Factor . . . . . . . . . . . . . . . . . . . . . . . 22
5.2 Single Compression Ratio Reconstruction of Forged JPEG Images . . . . . 24
5.2.1 Reconstruction for Aligned Forgery . . . . . . . . . . . . . . . . . 24
5.2.2 Reconstruction for Non–aligned Forgery . . . . . . . . . . . . . . 25
5.3 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26
6 Experimental Results And Discussion 27
6.1 Forgery Detection and Localization Results . . . . . . . . . . . . . . . . . 28
6.2 Detection and Localization of Multiple JPEG Forgeries . . . . . . . . . . . 32
6.3 Reconstruction Results of Forged JPEG Images . . . . . . . . . . . . . . . 32
6.4 Comparison with State–of–the–Art . . . . . . . . . . . . . . . . . . . . . . 36
6.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40
7 Conclusion and Future Work 43
References 45
Dissemination 49
x
List of Figures
1.1 Altered Image Example(a) Authentic image (b) Forged image . . . . . . . 2
3.1 Aligned and non–aligned double JPEG compression. (a) Aligned
compression where I is an image compressed with red DCT grids. Image
I’ is the recompressed version of I with yellow DCT grids aligned with the
previous red DCT grids. (b) Non–Aligned Compression. (i) The highlighted
block of image I is extracted and transplanted onto an image I’ such that
the DCT grid alignment is in phase (ii) The highlighted block of image I is
extracted, re–compressed and transplanted back to image I, producing image
I’ without preserving grid alignment. . . . . . . . . . . . . . . . . . . . . . 10
4.1 JPEG Attack on Lena image: (a)Authentic 512512 image; (b) Region,
re–saved at varying degrees of compression; (c) Tampered image with
differently compressed regions. . . . . . . . . . . . . . . . . . . . . . . . . 14
4.2 Error (S) images of Lena. (a) Aligned forgery case: (i) Error image atQFx =
QF2. (ii) Error image at QFx = QF1. (b) Non-Aligned forgery case: Error
image at QFx = QF1. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15
4.3 Forgery Detection for Lena JPEG image of size 512512 pixels. (a)
Tampered image: the central forged region of has been outlined; (b) Optimal
error–matrix image depicting the existence of tampered most clearly at
QFo = QF1 (i) Aligned forgery (ii) Non-aligned forgery. . . . . . . . . . . 17
4.4 Localization of forged regions where the tampered region was compressed at
an unknown quality factor, different from the original quality factor (QF1)
(a) QF vs. B plot for aligned forgery; (b) QF vs. B plot for non-aligned
forgery; (c) QF vs. B plot for authentic image; (d) Marked region indicating
the localized tampering. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18
4.5 Multiple forgeries detection and localization in 512512 Lena JPEG image.
(a) The tampered image: (manually) forged regions outlined; (b) Optimal
error image depicting the existence of forgery; (c) QF vs. B plot; (d)
Localized tampered regions . . . . . . . . . . . . . . . . . . . . . . . . . . 19
xi
5.1 Modeling the proposed reconstruction. (a) Original image compressed at
quality factor QF1.(b) Forged image with forged region re–compressed at
QF2. (c) Entire image reconstructed, now assuming uniform compression
ratio (QF1; QF2). . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 22
5.2 The D2 vs: Px plot for Lena image. (a) Plot for aligned forgery for QFx =
QF1; (b) Plot for non–-aligned forgery forQFx = QF1; (c) Plot for authentic
Lena image forQFx = QF1; (d) Plot corresponding to the forged (extracted)
region for QFx = QF2. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23
5.3 D2 vs. xP plot for the reconstructed Lena image in case of aligned forgery. . 25
5.4 D2 vs. xP plot for the reconstructed Lena image in case of non–aligned
forgery. (a) Expected abrupt change in the D2 vs. xP plot. (b) D2 vs. xP
plot of the final reconstructed image. . . . . . . . . . . . . . . . . . . . . 25
6.1 Grayscale test images(512512 pixels) (a) Lena (b) Mandrill (c) Elaine
(d) Butterfly (e) Lake (f) Boat (g) Jetplane (h) Barbara (i) Cameraman (j)
Goldhill (k) Pirate (l) Peppers (m) Owl (n) Airplane (o) Woman darkhair
and (p) Walkbridge. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27
6.2 (i) Aligned Forgery. (a) Lena image originally compressed; DCT grids
shown in red. (b) Extracted region preserving DCT grids. (c) Extracted
region re–compressed; DCT grids shown in yellow. (d) Forged image with
aligned DCT grids. (ii) Non–aligned Forgery. (a) Butterfly image originally
compressed; DCT grids shown in red. (b) Extracted region, not preserving
DCT grids. (c) Extracted region re–compressed; DCT grids shown in
yellow. (d) Forged image with mis–aligned DCT grids. . . . . . . . . . . . 28
6.3 S error matrices at different compression ratios QFx 2 [40; 90], shown as
grayscale error images. (a) Lena in Aligned forgery case. (b) Butterfly in
Non–aligned forgery case. . . . . . . . . . . . . . . . . . . . . . . . . . . 29
6.4 Forgery detection and localization results. (Left) Optimal Error Matrices
at QFo. (Center) QF vs. B plots. (Right) Localized forged regions. (a)
Lena [QFo = 80] (b) Mandrill [QFo = 90] (c) Elaine [QFo = 80] (d)
Butterfly [QFo = 80] (e) Lake [QFo = 80] (f) Boat [QFo = 60] (g) Jetplane
[QFo = 90] (h) Barbara [QFo = 90]. . . . . . . . . . . . . . . . . . . . . 30
6.5 Forgery detection and localization results. (Left) Optimal Error Matrices
at QFo. (Center) QF vs. B plots. (Right) Localized forged regions. (i)
Cameraman [QFo = 70] (j) Goldhill [QFo = 70] (k) Pirate [QFo = 90]
(l) Peppers [QFo = 60] (m) Owl [QFo = 40] (n) Airplane [QFo = 50] (o)
Woman darkhair [QFo = 50] (h) Walkbridge [QFo = 80]. . . . . . . . . . 31
xii
6.6 Multiple forgeries detection and localization of test images (a)–(h) of
Fig. 6.1. From left: The tampered image: (manually) forged regions
outlined; Optimal error image depicting the existence of forgery; QF vs.
B plot; Localized tampered regions . . . . . . . . . . . . . . . . . . . . . . 33
6.7 Multiple forgeries detection and localization of test images (a)–(h) of
Fig. 6.1. From left: The tampered image: (manually) forged regions
outlined; Optimal error image depicting the existence of forgery; QF vs.
B plot; Localized tampered regions . . . . . . . . . . . . . . . . . . . . . . 34
6.8 D2 vs. xP plots. (Left) D2 vs. xP plots for forged images at QFx = QF1.
(Center) D2 vs. xP plots for forged regions at QFx = QF2. (Right)
D2 vs. xP plots for reconstructed images at QFx = QF2. (a) Lena
[QF1 = 80; QF2 = 60] (b) Mandrill [QF1 = 90; QF2 = 50] (c) Elaine
[QF1 = 80; QF2 = 90] (d)Butterfly [QF1 = 80; QF2 = 40] (e) Lake
[QF1 = 80; QF2 = 50] (f) Boat [QF1 = 60; QF2 = 90] (g) Jetplane
[QF1 = 90; QF2 = 40] (h) Barbara [QF1 = 90; QF2 = 70] . . . . . . . . 41
6.9 D2 vs. xP plots. (Left) D2 vs. xP plots for forged images at QFx = QF1.
(Center) D2 vs. xP plots for forged regions at QFx = QF2. (Right) D2
vs. xP plots for reconstructed images at QFx = QF2. (i) Cameraman
[QF1 = 70; QF2 = 90] (j) Goldhill [QF1 = 70; QF2 = 50] (k) Pirate
[QF1 = 90; QF2 = 60] (l) Peppers [QF1 = 60; QF2 = 90] (m) Owl
[QF1 = 40; QF2 = 80] (n) Airplane [QF1 = 50; QF2 = 80] (o) Woman
darkhair [QF1 = 50; QF2 = 70] (p) Walkbridge [QF1 = 80; QF2 = 40] . . 42
xiii
List of Tables
6.1 Performance of proposed reconstruction algorithm, averaged over 16
different 512  512 test images, in terms of PSNR and SSIM for Aligned
JPEG Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36
6.2 Performance of proposed reconstruction algorithm, averaged over 16
different 512512 test images, in terms of PSNR and SSIM for Non–aligned
JPEG Compression . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 37
6.3 Comparision results of the proposed forgery detection and localization
algorithm with state-of–the–art in terms of Detection Accuracy (DA) for
Aligned JPEG Forgery. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38
6.4 Comparision results of the proposed forgery detection and localization
algorithm with state-of–the–art in terms of Detection Accuracy (DA) for
Non-Aligned JPEG Forgery. . . . . . . . . . . . . . . . . . . . . . . . . . 39
xiv
Chapter 1
Introduction
1.1 Motivation
In today’s technology driven era, information and their exchange are extremely
important for every aspect of our lives. High–speed transmission of information has
been made possible by the widespread developments in information and communication
technologies (ICTs). In today’s media–saturated society, our day–to–day communication
involves transmission and exchange of large volumes of digital images and videos as visual
information over the internet as well as via broadcast and media, such news and television
channels. Such visual information have a profound impact on our lives as they play a
significant role in providing evidences towards the faithfulness of any event.
Photographs are historically known to act as eyewitnesses to affairs and events, and
have gained people’s trust over the ages. However, with the rapid rise in cyber–crime,
information exchanged routinely over public channels have become highly vulnerable to
interception and manipulation, which many times lead to wrong judgment. This is not
tolerable in applications dealing with sensitive information, such as in legal and criminal
investigations, political fields, medical, military and broadcast industries. The authenticity
and legitimacy of images in such applications are of prime importance and need to be
protected. Moreover image forgeries such as blurring, retouching, cropping, contrasting,
etc. have become extremely possible with the recent advent of highly sophisticated image
processing tools that are easy–to–use and available at low–cost. Such software and tools
enable even a layman to retouch, edit or modify digital images according to his will, whether
it is for legitimate use or a malicious act. For example Fig. 1.1 depicts a visually convincing
forged image of a scene which questioned many at the time if US President Barack Obama
was following the Indian politician Narendra Modi’s campaign to be India’s next prime
minister [1]. With increased availability and sophistication of such tools, the trustworthiness
of photography is diminishing day–by–day. The threat to the integrity and authenticity of
digital images has been further increased by the fact that majority of the image manipulations
done, are imperceptible, hence undetectable to human eyes. Hence the protection of image
authenticity poses as a major challenge in today’s digital world.
Consequently, as a realization to the importance of image authentication, as well as image
1
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Figure 1.1: Altered Image Example(a) Authentic image (b) Forged image
source identification, in the recent years researchers have begun developing Digital Image
Forensic techniques [2, 3]. Digital Forensics pertains to obtaining the legal evidences and
footprints left behind in digital media, primarily for the purpose of cyber crime detection.
Due to the growing importance of digital images in establishing trust towards any event,
Digital Image Forensics has seen a rapid growth in the recent years [4–11]. The traditional
techniques of protecting digital images against various security and privacy threats, such
as Digital Watermarking [12–14] and Steganography [13–16], require special software or
hardware chips to be embedded into the media capturing devices, which in turn alleviate
the device cost manifolds. They require pre–processing of the data to be secured in some
form or the other. However, digital forensic techniques do not have any apriori information
requirement; all the investigations are done by post–processing of images. Hence such
techniques constitute the class of blind forgery detection techniques [6, 17]. In this thesis
work we are motivated to devise a new blind forgery detection scheme that can detect as
well as localize forgeries within an image.
1.2 Problem Statement: JPEG Forgery
Digital cameras today, create and store images in specific formats. The most prevalent
and widely used one, the Joint Photographic Expert Group (JPEG) due to its efficient
compression features and optimal space requirement has acquired the use of almost all
present–day digital cameras [18]. JPEG is a form of lossy image compression technique.
However, due to the fact that changes in the components of an image pertaining to high
frequency are less sensitive to the Human Visual System (HVS) [19] because of which,
the JPEG compression process works by discarding most of the information contained
in the high frequency components. This compression technique enables images to have
considerably low storage requirement. However due to information loss, images saved in
JPEG format undergo some amounts of degradations in their perceptual quality. The amount
of degradation is determined by the level of compression, also known as the compression
ratio or JPEG quality factor [18]. Higher the compression ratio, lower is the amount of
image degradation.
JPEG being the most common image storage format used world–wide due to its best
2
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compression features and optimal space requirement, the recent years have seen a lot of
research interest towards detection of JPEG forgeries [20–28]. JPEG forgerymainly happens
in the following steps. (1) With the help of any image processing tool we open the JPEG
image, (2) altering certain interesting parts of the image, and 3) saving the modified image
as a JPEG file. Consequently, the re–-save operation leads to re–compression of the image.
The effects of re–compression phenomenon involved in a JPEG image manipulation is one
critical feature that majority of the JPEG forgery detection techniques exploit to detect the
forgery. However not all JPEG re–compression processes signify tampering of an image. An
image, simply opened and re–-saved as JPEG after legitimate modification, also undergoes
re–-compression. In other words mere detection of the existence of re–compression is not
sufficient to prove forgery. However, the acceptance of the modified image by the receiver,
depends on whether the forged region(s) falls within or outside her Region of Interest (RoI).
Therefore, localizing the tampered region(s) in an image is equally important and critical
while detecting malicious tampering. JPEG forgery may be categorized into two classes,
depending upon whether the Discrete Cosine Transform (DCT) structures of the preceding
JPEG compression and that of succeeding JPEG compression are perfectly aligned or not
with each other. We referred to them as Aligned Double JPEG (A–DJPG) compression
based forgery in the first case and Non–Aligned Double JPEG (NA–DJPG) compression
based forgery to that of the second case [29].
1.3 Objectives and Contributions
Our contributions in this thesis work are presented below:
• Our proposed work aims at detection and localization of both forms of JPEG
tampering, Aligned Double JPEG (A–DJPG) compression based forgery and
Non–Aligned Double JPEG (NA–DJPG) compression based forgery. The JPEG
modification attack considered in this paper, may be modelled in the following way.
An attacker selects some region of an image to manipulate. The attacker does the
manipulations to the intended image region using some image editing software, after
which she re–save the tampered image as JPEG file. In the process, due to the effects of
re–compression the re–saved tampered region assumes a different compression ratio.
This difference in compression ratios is exploited to detect and localize tampering in
JPEG images. The technique aims towards the detection and localization of not only
a single forgery but also multiple forgeries within an image.
• Majority of the JPEG forgery detection techniques present in the current
state–of–the–art, require the human interaction to detect the existence of forgery.
In this work we further devise a technique such that the entire JPEG forgery
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detection mechanism may be automated and successfully completed without human
intervention.
• We also aim for subsequent reconstruction of the tampered JPEG image to a form
closet to its original. The proposed reconstruction method aims at removing the
forgery effects, the inconsistencies caused due to the presence of regions with varying
compression ratios within a JPEG image. The proposed reconstruction method aims
at transforming the tampered image to an image with uniform compression ratio
throughout. Since the widely adopted JPEG compression technique is lossy in nature,
100% reconstruction of the image back to its originality is impossible. Therefore our
reconstruction method works by transforming a tampered image optimally to an image
with uniform compression ratio, i.e., to a form closet to its original. Hence we refer to
it as optimal reconstruction of the tampered image. In other words, we aim to do an
optimal reconstruction of tampered JPEG images.
1.4 Thesis Organization
This thesis is organized as follows. In Chapter 2 we present the reviews of the current
state–of–the–art. In Chapter 3, we present a discussion on the JPEG compression technique,
which is required for complete understanding of our work. In Chapter 4, we present a
blind digital forensic technique for detection and localization of forgery in JPEG images.
In Chapter 5, we propose an optimal reconstructing method for forged JPEG images.
Experimental results are presented in Chapter 6, alongwith comparisonwith state–of–the–art
and related discussion. Finally we conclude the paper with future research and directions, in
Chapter 7.
Chapter 2
Literature Survey
Digital image forgery detection is broadly classified into two classes, namely, active
or non–blind forgery detection [30–34] and passive or blind forgery detection [6, 17]. In
active digital image forgery detection, watermarks or digital signatures are embedded at the
time of capturing the images, which are later extracted and utilized for forgery detection
and authentication. This is a constraint to their application to the digital image security,
due to the fact that such techniques require specially equipped digital cameras with specific
embedded software or hardware chips. Digital forensic approaches focus on passive forgery
detection techniques, in order to secure and authenticate digital images without signatures
or watermarks. Such techniques require no a–priori information processing or computation,
hence termed as blind techniques. Such techniques are based on the fact that any attack
delivered on an image, leaves behind some traces, which may be intelligently investigated
and exploited in the future to detect image forgeries. For example, in [4], the author has
shown how the underlying statistic properties of an image demonstrate various forms of
inconsistencies, as a result of image forgery. Such inconsistencies are later on exploited by
the author to detect the forgery.
Copy–move attack, is one of the primitive forms of image forgery. Singular Value
Decomposition (SVD) and DCT was proposed by Zhao et al. [35] as a copy–move
forgery detection method . To detect copied and moved blocks in an image lexicographic
sorting technique have been used. Image splicing, where regions extracted from multiple
images to form a single natural–looking composite, is another common form of image
manipulation. Using edge sharpness as visual cues, Qu et al. [36] proposed system works by
combining Order Statistic Filter (OSF) for measuring the edge sharpness, a feature extraction
mechanism and a hierarchical classifier.
2.1 Double JPEG Forgery Detection
Any image undergoing forgery requires to be re–saved. The tampered image when
re–saved as a JPEG file undergoes re–compression. However not all re-saving operations
would indicate that an image has been tampered. An image, simply opened and re–saved as
JPEG after legitimate modification, undergoes re–compression. Nevertheless, since most
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JPEG forgeries involve at least a double JPEG compression, majority of JPEG forgery
detection techniques in the current state–of–the–art are based on exploitation the effects of
double JPEG compression [11, 20–28, 37–49].
JPEG forgery may be categorized into two classes, depending upon whether the Discrete
Cosine Transform (DCT) structures of the preceding JPEG compression and that of the
succeeding JPEG compression are perfectly aligned or not with each other. We referred
to them as Aligned Double JPEG (A–DJPG) compression based forgery in the first case and
Non–Aligned Double JPEG (NA-DJPG) compression based forgery to that of the second
case [29].
2.1.1 A–DJPG Compression Forgery Detection Techniques
Significant techniques proposed for aligned JPEG forgery detection include [20, 21,
23–28, 37]. In [23, 24],using the generalized Benford Distribution Law, the statistical
distribution of the first DCT quantized coefficients of every 8  8 DCT block of an image
are analyzed for detecting JPEG re–compression. The first DCT quantized coefficient has
specific changes when undergoing double re–compression with respect to the quality factor
that is used for re–compression. The authors in [25, 26] detect JPEG re–compression by
detecting periodic artifacts that are visible as double peak or periodic zero spectrum in the
DCT coefficient histogram caused due to the difference in the configuration relationship
between the first and second quantization step. The detection technique proposed by Lin
et al. [27] and Bianchi et al. [28] provides improvements over the technique proposed by
Popescu et al. [25] by locating tampered regions in the images based on the analysis of the
DCT coefficients statistically. Also B. Mahdian and S. Saic in [37] proposed improvements
to the work of Popescu et al. [25] by producing a significantly less number of false positives.
Farid [20] proposed a technique of detecting double JPEG compression by having the
tampered image be re–compressed using variable degrees of quality factors. The author
investigated all the re–compressed images one–by–one, and found that the re–compressed
version of the tampered image re–compressed wit the quality factor same as that used when
re–saving the tampered image produced a JPEG ghost indicating the forged region. In [21]
the authors have proposed technique that exploits consecutive pixel pair differences in JPEG
ghost images for JPEG forgery detection.
2.1.2 NA–DJPG Compression Forgery Detection Techniques
Several researchers such as [22, 38, 42, 43, 46] have investigated and proposed
techniques designed to detect non–aligned JPEG forgery. In [22] to detect the JPEG
re–compressed block, the Blocking Artifact Characteristics Matrix (BACM) has been
utilized. For authentic JPEG images the BACM exhibits symmetric blocking artifacts while
they are asymmetric in the double compressed forged images. In [38] the authors have
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utilized the blocking artifacts in pixel domain; in their proposed work, the periodicity of
blocking artifacts are analyzed using a binary blocking model. In [42, 43] the authors have
exploited the integer periodicity maps and also computed the grid shift and quantization
steps. The authors explored that the DCT coefficients tends to associate themselves around
a predefined set of values. By measuring the degree of this association the authors are able
to detect any shift in the DCT grids.
2.1.3 Combined Detection Technique of A–DJPG and NA–DJPG
Compression Forgery
In [44], a technique capable of detecting image that had undergone tampering in either
aligned form and mis–aligned form of JPEG forgery is proposed. This technique [44]
operates by analyzing the periodical occurrences of blocking artifacts in non–aligned
compression, whereas the periodical occurences of DCT coefficients artifacts in aligned
compression. Another technique capable of detecting both aligned and non–aligned JPEG
forgeries was proposed by [11]. In [11], based on a statistically improved and unified
modelling of the artifacts that appear in an image undergoing both forms of aligned and
non–aligned forgeries, the probability measurement of a DCT block that it undergone
re–compression has been computed using the likelihood map technique.
2.1.4 JPEG Anti–forensics
Recently, a study of weaknesses and limitations of the current image forensics techniques
shows that an intelligent forger with an advanced knowledge of forensic tools may conceal
or remove traces of forgery. Such counter–attacks on forensic techniques, aimed to deceive
forensic analyses, are combinedly referred to as counter–forensics or anti–forensics [50–54].
In [52, 53] Stamm et. al. proposed a JPEG anti–forensic method where redundancy values
are added to the quantized DCT coefficients of the tampered image. By doing so, an image
whose DCT distributions that matches the distribution of its original image is obtained
thereby results in being not categorized as a forge image. However the distribution of
redundancy values causes degradation in the image visual quality that can be detected by
a total variation, TV–based detector [55] and the calibration–based detector [56]. Fan et.
al. [54] proposed a variational based anti–forensic technique aiming to obtain an anti-forensic
image with higher visual quality. The method defeats the TV–based and calibration–based
detectors by employing a constrained total variation based minimization for de–blocking and
feature value optimization.
Chapter 3
JPEG Compression Phenomenon
3.1 JPEG Compression and Decompression
In this section we provide a brief overview of JPEG compression and decompression
techniques, for an 8-bit grayscale image. Our discussion is focused on those features of
JPEG compression which are relevant to our work. For details of JPEG compression of
images, the readers may refer to [18].
JPEG compression is constituted of the following steps:
1. An image is divided into 88 non–overlapping pixel blocks. Let us represent each
such block by B (B = 1,2,3 ...,N).
2. Each block B then undergoes transformation on applying a two–dimensional Forward
Discrete Cosine Transform (FDCT) to obtain its corresponding DCT coefficient block.
LetDB(j; k), denote the DCT coefficient at entry (i,j) of block B, where 1  j; k  8,
.
DB(j; k) = FDCT (B(j; k)) (3.1)
3. The DCT coefficient DB(j; k) is uniformly quantized by:
QCBq (j; k) = round(
DB(j; k)
Q(j; k)
) (3.2)
where the 88 matrix Q is the quantization matrix, and Q(j,k) is its (j; k)th entry
termed as quantization step. The quantization matrix is defined by an integer quality
factor q (q=1,2,   ,100).
4. The resultant quantized DCT coefficients QC are rearranged in zig-zag order and then
encoded using a lossless encoding function such as Huffman Encoding [57].
5. JPEG decompression works by reversing the above compression method. The
quantized DCT coefficients are decoded. Subsequently, the DCT coefficients are
rearranged into 88 blocks, followed by dequantizing the coefficients. To recover the
dequantized DCT coefficients we multiply the dequantized (i,j)th coefficients with the
8
Chapter 3 JPEG Compression Phenomenon
corresponding quantization (i,j)th entries retrieving from the quality factor matrix.
QC Bq (j; k) = QC
B
q (j; k)Q(j; k) (3.3)
6. The inverse DCT (IDCT) is applied on the dequantization coefficients QC B. The
resultant values are rounded off to the nearest integers as:
B0 = round(IDCT (QC Bq (j; k))) (3.4)
7. Finally the grayscale values are truncated to the range [0,255], i.e., pixels assuming
graylevel greater than 255 are made 255, and those assuming graylevel less than 0 are
made 0, so that all pixels lie in the range [0,255] now. Note that, two forms of error
which are involved in the JPEG decompression process, the rounding and truncation
errors, make JPEG a lossy compression technique.
3.2 JPEG Re–Compression
As discussed previously in Chapter 1 and Chapter 2, when JPEG images aremodified and
re–saved they undergo at least two different JPEG compressions. When an image previously
compressed at quality factor Q, undergoes re–compression with a quality factor Q0, the
resulting quantization coefficients become:
QCB
0
q0 (j; k) = round(
DB
0
(j; k)
Q0(j; k)
) (3.5)
In the following subsections, we discuss the processes of Aligned and Non–aligned JPEG
compression in more detail. During the proposed JPEG reconstruction, we require to
distinguish aligned JPEG compression from its non–aligned counterpart.
3.2.1 Types of JPEG Re–Compression: Aligned and Non–Aligned
a Re–compressing a JPEG image such that the   8 DCT grid of the two successive
compressions are in phase with each other, then the image is said to exhibit Aligned JPEG
Compression (A–JPG). A–JPG process is shown in Fig. 3.1(a). Non–Aligned Double JPEG
Compression (NA–DJPG) occurs when some region(s) from an image is extracted and
transplanted onto an image such that the DCT grid alignment is not in phase as shown in
Fig. 3.1(b) (i). Subsequently, when the modified image is re–compressed, it undergoes
non–aligned double JPEG compression. Another case of NA–DJPG, shown in Fig. 3.1(b)
(ii), arises when the extracted region is re–compressed and later transplanted back to the
original image.
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Figure 3.1: Aligned and non–aligned double JPEG compression. (a) Aligned compression
where I is an image compressed with red DCT grids. Image I’ is the recompressed version
of I with yellow DCT grids aligned with the previous red DCT grids. (b) Non–Aligned
Compression. (i) The highlighted block of image I is extracted and transplanted onto an
image I’ such that the DCT grid alignment is in phase (ii) The highlighted block of image
I is extracted, re–compressed and transplanted back to image I, producing image I’ without
preserving grid alignment.
3.2.2 Same Quality Factor Re–Compression
Re–compressing a JPEG image using the same compression ratio (Q’) as that used
in the preceding compression (Q), i.e. when Q0 = Q, changes in the pixel values are
determined either by aligned compression or non–aligned compression. Next, we discuss the
effects of re–compression with the same quality factor for the two types JPEG compression,
one–by–one.
Aligned compression
The FDCT and IDCT functions are known to be the inverses of each other. In the case
of aligned compression, the DCT coefficientsDB0 which is obtained by applying the FDCT
function on the blocks of the image that is undergoing compression for the second time, (as
obtained from Eq. 3.1) assume the same values as that of the dequantized coefficientsQC Bq
of the first compression process as obtained from Eq. 3.3 i.e:
DB
0
(j; k) = QC Bq (j; k)
=) DB0(j; k) = QCBq (j; k)Q(j; k) [due to Eq. 3.3] (3.6)
Hence Eq. 3.5 of the double compression process with Q0 = Q becomes:
QCB
0
q (j; k) = round(
QCBq (j; k)Q(j; k)
Q(j; k)
) (3.7)
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During the JPEG dequantization process (Eq. 3.3, the dequantized coefficients are the exact
multiplication values of the corresponding quantization entries. Since both DCT grids of the
current and previous compressions are in phase, hence from Eq. 3.7, we have:
QCB
0
q (j; k) = QC
B
q (j; k) (3.8)
Also when the second decompression process is applied, we have the dequantized DCT
coefficients QC B0q0 of the second compression equal to the dequantized DCT coefficients
QC Bq of the first compression.
QC B
0
q (j; k) = QC
B
q (j; k)Q(j; k) = QC Bq (j; k) (3.9)
However due to the presence of quantization and rounding errors, there is a possibility
that the corresponding image pixel values of the first compression and that of the second
compression may differ in their grayscale values, their differences belonging to the range
[-1,1]. Nevertheless the re–compressed image will be similar to its previously compressed
version. In other words S(j; k) = 0; 8(j; k), where S represents the error matrix between
the two compressed images, such that S(j; k) stores the difference between the (j; k)   th
pixels of the two images.
Non–Aligned compression
In this form of double JPEG compression, some of the input blocksB0(j; k) of the second
compression process are not exactly the same as that of the output blocksB0(j; k) of the first
compression process. Due to which the FDCT function of the second compression process
and the IDCT function of the first compression process are not the inverses of each other.
Hence this form of compression forms the non–alignment in the corresponding DCT grids of
the two successive compressions. The DCT coefficients of the second compression process
(obtained from Eq. 3.1), differ considerably from the dequantized DCT coefficients obtained
from Eq. 3.3 of the first compression i.e:
DB
0
(j; k) 6= QC Bq (j; k) (3.10)
Moreover, the DCT coefficients of the second compression are quantized with quantization
step, indexed differently from the first compression. Therefore the corresponding pixel
values of both the compressed images differ largely and the error matrix, S has its entries
S(j; k) 6= 0 for most (j; k).
3.3 Summary
In this chapter the JPEG Compression features that are relevant to our work have been
discussed. Aligned and non–aligned double compression features have been shown here.
Chapter 3 JPEG Compression Phenomenon
When re–compression takes place using the exact values of the quantization matrix as that
used in previous compression, change in pixels values depends on the compression type used.
The characteristic of the error matrix S obtained by computing the differences between the
corresponding pixels of the two compression images will be utilized in our proposed work.
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Chapter 4
Tamper Detection and Localization in
JPEG Images
While detecting JPEG image forgery, mere detection of the existence of double
compression in the image is not convincing enough, since an image may have simply been
opened and re–saved as JPEG after legitimate modifications to it, whereby it undergoes
re–compression. Localizing the region(s)in an image that had undergone manipulations is
significantly more critical and useful while detecting malicious tampering. In this case,
the acceptance of the modified image by the receiver, depends on whether the tampered
region(s) falls within or outside the Region of Interest (RoI) of the receiver. Summarily,
we may assume that in general a tampered image has two regions, unforged and forged.
During the recent years there have been significant researches related to localization of
tampered region(s) in JPEG images [11, 21, 28, 47, 48]. In this section, we present in detail a
blind JPEG forgery detection and localization technique, the preliminaries of which has been
proposed by us very recently in [21]. In this paper, we additionally consider both cases of
aligned and non–aligned JPEG forgeries, and extend the forgery detection and localization
technique proposed in [21] to operate, specific to each case.
4.1 The JPEG Modification Model
The proposed JPEG forgery detection and localization technique assumes the following
modification model. Let us consider the 512512 Lena JPEG image shown in Fig. 4.1(a).
Let QF1 denoted the JPEG compression ratio of the original image.
1. We extract a region of the image, as depicted in Fig. 4.1(b) and re–save at a JPEG
compression ratio QF2 such that QF1 6= QF2 and the image distortion is negligible
perceptually.
2. Next, we transplant the extracted region back into the same location of the original
image to produce the modified image, as depicted in Fig. 4.1(c). We save the tampered
image in JPEG format with zero compression. In this paper, the research is solely
towards the detection of JPEG image forgery that underwent re–compression of degree
two, referred asDouble compression. Re–saving the resultant imagewith compression
13
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Figure 4.1: JPEGAttack on Lena image: (a)Authentic 512512 image; (b) Region, re–saved
at varying degrees of compression; (c) Tampered image with differently compressed regions.
ratio other than 100 would result in a different case of JPEG image forgery that is
degree three compression or Triple compression [58]. Hence we save the resultant
image with zero compression.
From Fig. 4.1(c) it is evident that the forged region having a compression ratio different
from rest of the image, is perceptually indistinguishable. In the following sections, we
present a blind technique to investigate the tampered image to distinguish the forged image
regions from the unforged or authentic ones.
4.2 Detection of JPEG Forgery through Investigation of
Image Differences
We now discuss our propose blind technique that detect the existence of forgery in JPEG
images. First we investigate the differences between the forged image and different versions
of it, obtained through re–compressions at varied JPEG quality factors. Let the tampered
image be denoted by I . The following steps are carried out to compute the above–mentioned
differences:
1. The tampered image is re–compressed at JPEG quality factor QFx, where QFx = 40.
Let IQFx denote the image in its re–compressed version.
2. The error matrix S corresponding to IQFx , is computed as follows:
S(j; k) = [I(j; k)  IQFx(j; k)]10; j; k  512 (4.1)
3. The above steps 1 and 2 are repeated for QFx ranging from 41 to 90 in steps of 1, and
all the corresponding error matrices are stored for future investigation.
Next, we present the method of JPEG forgery detection through investigation of error
matrices, and this detection is dependent on the type of forgery (aligned or non–aligned).
According to the discussion in Section 3.2.2 of Chapter 3 when the tampered image is
re–compressed with QFx = QF1 or QFx = QF2, the image pixel values undergo
modifications, determined by the type of forgery, as we specify next.
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Figure 4.2: Error (S) images of Lena. (a) Aligned forgery case: (i) Error image at QFx =
QF2. (ii) Error image atQFx = QF1. (b) Non-Aligned forgery case: Error image atQFx =
QF1.
4.2.1 Investigation of Aligned Forgery
To investigate the existence of any aligned forgery in a JPEG image, the image is
re–compressed with QFx = QF2 by the proposed method. Subsequently, the error matrix S
is computed by Eq. 4.1. If the image is indeed tampered, the resultant error matrix S, when
viewed as an image, allows the forged region to be distinguished clearly from the rest of
the image in form of a dark patch, as visible in Fig. 4.2 (a) (i). This is due to the aligned
compression characteristics discussed in Section 3.2.2 (a) of Chapter 3.
Also note here that, when the tampered image is re–compressed with QFx = QF1, the
region of forgery is detectable and distinguishable as a dotted patch, brighter than the rest of
the image, as shown in Fig. 4.2 (a) (ii).
4.2.2 Investigation of Non–aligned Forgery
When the tampered image is re–compressed with QFx = QF1 in non–aligned form,
because the forged region has non–aligned compression characteristics, it is distinguishable
in form of a brighter patch, from the rest of the image, which is now dark. This is evident
from Fig. 4.2 (b).
4.3 Detection of JPEG Forgery through Automated
Quality Factor Investigation
In the previous Section 4.2 we presented a JPEG forgery detection technique that is
based on finding an optimal error matrix image that clearly depicts the forged regions.
However the technique requires the human interaction to select one out of many error images
generated, that clearly depicts the existence of forgery. In this section we devise a technique
that is capable of automatically finding that particular quality factor which generates the
optimal error image. Hence the entire JPEG forgery detection mechanismmay be automated
and successfully completed without human intervention, which is contrary to the operating
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principles of majority of the current state–of–the–art JPEG forgery detection approaches.
To do so, the differences of the forged image and different versions of it, obtained through
re–compressions at varied JPEG quality factors, block–wise, where the size of each block is
8 8.
Let the tampered image of size NN be denoted by I . Let us denote the actual
compression ratio of an image asQF1 andQFx as the compression ratio used to re–compress
the image. According to the discussion in Section 3.2.2 of Chapter 3 when the tampered
image is re–compressed at QFx, and the resultant error matrix S has S(j; k) = 0 8(j; k),
we can infer that the preceding compression ratio QF1 is equal to QFx i.e. QF1 = QFx.
If the tampered image is re–compressed with QFx = QF1, the error matrix S would have
S(j; k) = 0 for authentic regions of the image, and S(j; k) 6= 0 for most forged regions.
To detect the forgery we find the optimal error–matrix S for which most of its entries
S(j; k) = 0. In other words, the forgery is detected by estimating the quality factors at
varied regions of the image; and when most regions have quality factor equal to QF1 the
corresponding error–-matrix is selected as the optimal one. This optimal error–matrix would
clearly depict the existence of tampering in a tampered JPEG image. We formulate the
following steps to detect the existence of tampering:
1. The tampered image is re–compressed at JPEG quality factor QFx, where QFx = 40.
Let IQFx denote the version of the re–compressed image.
2. The error matrix S corresponding to IQFx , is computed as follows:
S(j; k) = [I(j; k)  IQFx(j; k)]10 where j; k  N: (4.2)
3. Next, we divide the error matrix image, S into 88 non-overlapping pixel blocksB(r;s)
row–wise, where r; s = 1; 2; 3;    ; N/8. The quality factor of each block denoted as
QFx;(r;s) is estimated as:
If B(r;s)(j; k) = 0; 8(j; k);  j; k  8, then
QFx;(r;s)  QFx.
4. The number of blocks having QFx;(r;s) = QFx, is recorded by a counter CQFx .
5. The above steps 1–4 are now repeated for QFx = 41..90 in steps of 1. Hence, for all
QFx in 40::90, the corresponding number of image blocks having matching quality
factors are recorded in C40::C90.
6. The desired optimal quality factor (QFo) at which the optimal error–matrix image will
be generated, would correspond to the maximum of C40::C90, i.e.,
QFo  QFx
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Figure 4.3: Forgery Detection for Lena JPEG image of size 512512 pixels. (a) Tampered
image: the central forged region of has been outlined; (b) Optimal error–matrix image
depicting the existence of tampered most clearly at QFo = QF1 (i) Aligned forgery (ii)
Non-aligned forgery.
such that CQFx = maximum(C40; C41;    ; C90).
If the image is indeed tampered, the resultant error matrix S obtained using Eq. 4.2 by
re–compressing the image at QFo, when viewed as an image, allows the forged region to be
distinguished clearly in form of a grayish dot like pattern.
Shown in Fig. 4.3 (a) is a Lena JPEG image of size 512512 pixels with original JPEG
quality be QF1 (say), from which a region was extracted, re–compressed at a compression
factor (say)QF2 and transplanted back to the same location of the original. Fig. 4.3 (b) shows
the optimal error–matrix corresponding to the automatically generated optimum quality
factor, which happens to beQFo = QF1. The image in Fig. 4.3 (b)(i) for the case of aligned
forgery and Fig. 4.3 (b)(ii) for the case of non-aligned forgery show the modified image
region very clearly.
4.4 Localizing the Tampered Regions
In this section, we describe the method of identifying and localizing the region(s) having
different compression ratio(s), compared to the rest of the image. As discussed in Section 4.2
and Section 4.3, the presence of tampering in both cases of aligned and non–aligned forgeries
can be detected from the error image generated when the tampered image is re-compressed
with QFx = QF1.
The following procedure utilizes this information to identify the forged regions:
1. First we re–compresse the forged image at JPEG compression factor QFx, where
QFx = QF1. Let IQF1 denote the version of the re–compressed image.
2. The error matrix S corresponding to IQF1 , is computed using Eq. 4.1 as follows:
S(j; k) = [I(j; k)  IQF1(j; k)]10 where j; k  512:
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Figure 4.4: Localization of forged regions where the tampered region was compressed at an
unknown quality factor, different from the original quality factor (QF1) (a) QF vs. B plot for
aligned forgery; (b) QF vs. B plot for non-aligned forgery; (c) QF vs. B plot for authentic
image; (d) Marked region indicating the localized tampering.
3. Next we divide the error matrix image, S is divided into 88 non-overlapping
pixel blocks B(r;s), where r; s = 1; 2; 3;    ; 64. According to the discussion in
Section 3.2.2, when an image is r–compressed at QFx and the resultant error matrix
S has S(j; k) = 0 8(j; k), we can infer that the preceding compression ratio QF1 is
equal toQFx, i.e.,QF1 = QFx. For a tampered image, the error matrix S would have
S(j; k) = 0 for authentic regions of the image, and S(j; k) 6= 0 for forged regions.
Utilizing this error information, each block of the tampered image is investigated to
find if it assumes a quality factor equal to QF1, as follows:
If B(r;s)(j; k) = 0; 8(j; k); 1  j; k  8 ;
Then QF(r;s)  QF1 (4.3)
Else QF(r;s)  0 (4.4)
Next we plot the quality factor (QF(r;s)) against the block number (B(r;s)). This plot helps
us to locate the exact blocks which are forged in a JPEG image. The QF vs. B plot for the
manually forged Lena image as shown in Fig. 4.1 (c), has been presented in Fig. 4.4. The
QF vs. B plot provides an evidence to the existence of forgery, if any, as well as indicates the
location of forgery, which can be investigated in the following way. In both cases of aligned
and non–-aligned forgery detection, the plots demonstrate sudden changes in the QF vs. B
characteristics, where a range of blocks exhibit unknown quality factor values different from
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Figure 4.5: Multiple forgeries detection and localization in 512512 Lena JPEG image. (a)
The tampered image: (manually) forged regions outlined; (b) Optimal error image depicting
the existence of forgery; (c) QF vs. B plot; (d) Localized tampered regions
the rest of the image blocks (whose quality factor has been estimated to be equal toQF1). The
sudden change remain persistent over a range B, and this range corresponds to the region that
has undergone forgery. In the QF vs. B plot we have indicated the unknown quality factor to
be zero. This has been shown in Fig. 4.4 (a) and Fig. 4.4 (b). Furthermore, we localized the
forged region by recording the block indices (B) with unknown quality factor i.e QF = 0.
The localized tampered regions (corresponding to Fig. 4.1 (c)) are shown in Fig. 4.4 (d).
The QF vs. B characteristics for the authentic Lena image demonstrates a single line plot
at QF = QF1, indicating that the entire image is evenly compressed with the same quality
factor.
4.5 Handling Multiple Forgeries
A practical assumption in regard to JPEG forgery detection, is considering the possibility
of a single JPEG consisting of multiple forgeries, where multiple regions of the image are
manipulated. Next we further discuss the flexibility and capability of the proposed detection
and localization techniques to handle multiple forgeries in a single JPEG.
We have considered a generalized JPEG multiple forgery model, in the sense that the
multiple forgeries involve re–compressions at varying quality factors within the image. The
proposed detection and localization methods presented in the previous sections when applied
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on the tampered image with multiple forged regions, enable us to detect all those regions
individually. These are visible in the error image S, as well as the QF vs. B plots. The QF
vs. B plots enable us to localize the exact regions of all forgeries in an image. Shown in
Fig. 4.5 (b) is an optimal error image obtained at QFx = QF1(QF1 is the original quality
factor of the image) that depicts the existence of forgeries. Fig. 4.5 (c) depicts the QF vs. B
plot. Shown in Fig. 4.5 (d) is the localized result of the forged regions.
4.6 Summary
In this chapter we proposed a JPEG forgery detection and localization techniques. The
inherent characteristics of JPEG compression and the effects of re–-compression have been
exploited in order to detect and localize forgery. The series of S error images have been
investigated to find the optimal error–image for which most of its entries S(j; k) = 0. The
optimal error–matrix clearly depicts the existence of forgery in a tampered image. We utilize
the optimal error image. The tampered image has been divided into blocks of 8  8 pixels
and the quality factor (QF) of each block is estimated. The QF vs. B plot is used to localize
the forgeries by locating those blocks with unknown quality factor.
Chapter 5
Reconstruction of Forged Image
In this section we devise a method for optimal reconstruction of tampered JPEG images.
The results of tamper detection and localization, as obtained in Chapter 4 have been
utilized here. Our proposed reconstruction method aims at removing the forgery effects,
the inconsistencies caused due to the presence of multiple compression ratios within a
single JPEG image. Our reconstruction method aims of transforming the tampered image to
an image with uniform compression ratio. Since the widely adopted JPEG compression
technique is lossy in nature, 100% reconstruction of the image back to its originality is
impossible. Therefore our reconstruction method works by transforming a tampered image
to one with uniform compression ratio. The transformed JPEG image is supposed to be an
optimal reconstruction of the forged JPEG, which is closest to its original authentic form.
To reconstruct the forged image, we first identify the forged and unforged regions of
it, by the results obtained from Chapter 4. Now, the forged and the unforged regions are
further investigated so as to find out their respective compression ratios. Let us assume
that the forged image I has two regions with different compression ratios (according to
our attack model in Section 4.1 of Chapter 4). Let us denote the unforged region as I1
singly compressed with quality factor QF1, and the forged region of size mn pixels with
I2 doubly compressed consecutively at quality factors QF1; QF2. Because the widely used
JPEG format is lossy, reconstructing the image back to its original compressed ratio i.eQF1
has not been considered in this work. Instead, the double compression ratio (QF1; QF2), at
which I2 had been compressed, is considered for reconstructing the image. Fig. 5.1 depicts
the proposed model of reconstructing the forged image. The image in Fig. 5.1 (a) is the
authentic image with quality factor QF1. In Fig. 5.1 (b) as depicted is a forged image with
a region of it re–compressed with quality factor QF2, thereby consecutively compressed at
QF1; QF2. Finally, as illustrated in Fig. 5.1 (c) the forged image is reconstructed such that
the entire image now assumes a uniform compression ratio same as QF1; QF2 combined.
This has been
The following sections provides the discussion of the procedure of reconstructing the
image, as discussed above.
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Figure 5.1: Modeling the proposed reconstruction. (a) Original image compressed at quality
factor QF1.(b) Forged image with forged region re–compressed at QF2. (c) Entire image
reconstructed, now assuming uniform compression ratio (QF1; QF2).
5.1 Determination of Quality Factor
When investigating the tampered image, the ratios at which the regions were compressed
are unknown and to reconstruct the image we require the knowledge of their values. From
the results obtained in Section 4.2 and Section 4.4 of Chapter 4, the forged and unforged
regions are successfully identified. Also in Section 4.4 the compression ratio at which the
unforged region I1 is compressed has been estimated and found to be equal toQF1, the actual
compression compression ratio of the original JPEG image. Next we describe the procedure
to expose out the compression ratio of the forged region I2 of a tampered image I .
According to the discussion in Section 3.2.2 of Chapter 3 re–compressing a JPEG image
at QFx, and the resultant error matrix S has S(j; k) = 0 8(j; k), we can infer that the
preceding compression ratio QF1 is equal to QFx i.e. QF1 = QFx. In this section we
utilize this error matrix information to determine the compression ratio of the forged regions
through the following steps. (As before, we denote the compression ratio of the unforged
region by QF1 and that of the forged region by QF1, QF2.)
1. We re–compress the entire image I at varying compression ratios (QFx) in the range
[40,90], to obtain different re–compressed images IQFx .
2. For each value of QFx, do steps 3–5.
3. We compute the error matrix S between an image I and its re–compressed version
IQFx using Eq. 4.1 i.e.
S(j; k) = [I(j; k)  IQFx(j; k)]10; j; k  512
4. Next, the consecutive horizontal pixel–pair differences (D2) of the error image S, is
computed row–wise, as follows:
D2 = fS(j; k)  S(j; k + 1) : 1  j  512; 1  k  511g (5.1)
whereS denotes the error matrix (computed by Eq. 4.1) andS(j; k) denotes the (j; k)th
pixel of S. D2 is a vector used to store the pixel–pair differences of S. Note here, that
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Figure 5.2: TheD2 vs: Px plot for Lena image. (a) Plot for aligned forgery forQFx = QF1;
(b) Plot for non–-aligned forgery for QFx = QF1; (c) Plot for authentic Lena image for
QFx = QF1; (d) Plot corresponding to the forged (extracted) region for QFx = QF2.
the pixel–pairs are considered row–wise, horizontally. Therefore D2 has 512511
elements: [D2(1); D2(2);    ; D2(512 511)].
5. Let xP be another horizontal vector denoting the pixel indices in a 512 511 matrix.
Hence xP = [1, 2, 3, . . ., 512511]. Next, we plot the vector of pixel–pair differences,
D2 against xP.
6. For QFx = 40::90, we investigate all D2 vs. xP plots, .
The D2 vs. xP characteristics for the authentic Lena image (originally compressed at
compression ratio QF1, has been shown in Fig. 5.2 (c). Also the D2 vs. xP plot for the
forged Lena image of Fig. 4.1 (a), has been presented in Fig. 5.2 (a) in case of aligned forgery
and Fig. 5.2 (b) in case of non–aligned forgery. In both cases of aligned and non–aligned
forgery detection, the plots (for QFx = QF1) demonstrate sudden changes in the D2 vs. xP
characteristics, which remain persistent over a range of xP, and this range corresponds to the
region that has undergone forgery.
On analyzing theD2 vs. xP plots for the authentic Lena image, as shown in Fig. 5.2 (c),
we see that it demonstrates a zero line plot. This zero plot was obtained for QFx = QF1,
where QF1 is the compression ratio of the original image and QFx is its re–compression
ratio. The zero line D2 vs. xP plot provides an evidence to the fact that the image has
a uniform compression ratio, equal to QF1. Based on this finding, we aim to find out the
compression ratios of those region(s) whose compression ratios differ from rest of the image.
The underlying compression ratio is given by that specific value of QFx 2 [40; 90], which
produces a zero line D2 vs. xP plot, as shown in Fig. 5.2 (d).
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In order to find out the quality factor at which the forged region was compressed,
we utilize the localization results obtained in Section 4.4 to extract the forged region I2
separately from the tampered image I . Next we apply the above steps 1–7 on the extracted
region.
In case of non–aligned forgery, the above steps 1–7 are performed similarly. However,
the D2 vs. xP plot may not demonstrate a zero line. This is due to the fact that the forged
region is mis–aligned from the 8  8 image DCT grids by r rows and c columns, where
0  r  7 and 0  c  7 but r 6= 0; c 6= 0. Hence, to determine the quality factor in this
case, the localized forged region is shifted by 0  r  7 rows and 0  c  7 columns except
r = 0; c = 0, from left to right and top to bottom; that is all 63 possible shifted versions are
now considered. We are bound to obtain a zero line D2 vs. xP plot for at least one of the
shifted versions, for one specific value ofQFx, as shown in Fig. 5.2 (d). This value ofQFx,
represents nothing but the forged region’s re–compression ratio.
5.2 Single Compression Ratio Reconstruction of Forged
JPEG Images
Next we devise the steps to reconstruct the entire image optimally. Our aim here is to
“level out” the regions of a tampered JPEG image, hence transform it to another JPEG image
which has a uniform compression ratio QF1; QF2 throughout.
Based on the type of forgery, aligned or non–aligned, reconstruction of the forged image
is discussed next.
5.2.1 Reconstruction for Aligned Forgery
A JPEG image which has undergone aligned forgery, is reconstructed by the proposed
method, through the following steps. In the following, I denotes the forged image, and as
before, we denote the compression ratio of the unforged region of I by QF1 and that of the
forged region by QF1, QF2.
1 First, the entire image I is re–compressed at the compression ratio QF2 to generate
image Ir. (Note that the forged region has now been consecutively compressed at
(QF1; QF2; QF2) and the unforged region at (QF1; QF2), in image Ir.)
2 Second, the forged region of image Ir is replaced by the corresponding pixels value
of the forged region of image I i.e.,
Ir(i; j) I(i; j);8I(i; j) belonging to the forged region of the image (5.2)
Note that, nowwe have the entire image reconstructed at an uniform compression ratio
(QF1; QF2), combined.
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Figure 5.3: D2 vs. xP plot for the reconstructed Lena image in case of aligned forgery.
Figure 5.4: D2 vs. xP plot for the reconstructed Lena image in case of non–aligned forgery.
(a) Expected abrupt change in theD2 vs. xP plot. (b)D2 vs. xP plot of the final reconstructed
image.
Finally, the D2 vs. xP plot for the reconstructed image Ir is generated with re–compression
ratio QFx = QF2. This plot demonstrates no sudden change, rather depicts a zero line
characteristic, which is same as that of the authentic image. The D2 vs. xP plot for Ir with
QFx = QF2 has been shown in Fig. 5.3
5.2.2 Reconstruction for Non–aligned Forgery
For reconstruction in case of non–aligned forgery, we perform the same steps 1–2 as in the
case of aligned forgery reconstruction, discussed in Section 5.2.1. However, in the case of
non–aligned forgery, theD2 vs. xP plot still demonstrates non–zeroD2 values corresponding
to the forged region. This has been shown in Fig. 5.4(a). As evident from Fig. 5.4 (a), there
is a sudden change in D2 values, persistent over a range of xP values, corresponsing to the
forged region.
This suggests that in spite of replacing the forged region of the reconstructed image Ir,
with the forged region of tampered image I , a zero line D2 vs. xP characteristic could not
be achieved for Ir. This is due to the the mis–alignment of DCT grids at the time, the
tampered region was extracted and replaced (in step 2), from that when the entire image was
re–compressed at QF2 (in step 1) according to the definition of non–aligned forgery. (This
phenomenon has been discussed in more detail with justification in Section 3.2.2). Hence,
in order to reconstruct the image in case of non–aligned forgery, after steps 1–2 presented in
Section 5.2.1, we perform the following steps 3–6:
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3 The rise in D2 vs xP plot shown in Fig. 5.4(a) is forcefully leveled down to zero, i.e.,
we assign D2(i) 0 81  i  512 511.
4 From the resultant plot (specifically the D2 values) obtained after performing step 1
above, we backtrack and compute the error matrix S’ as:
S 0(j; k) = [S(j; k 1) S(j; k 1)] 8 1  j  512; 2  k  512; S 0(1; 1) = S(1; 1)
(5.3)
5 From the error matrix S 0 we backtrack and reconstruct the pixel values of the image
Ir’ as follows:
I 0r(j; k) = round(
p
S 0(j; k))  Ir(j; k); j; k  512 (5.4)
6 Finally, the pixel–pair differences (D2) of I 0r are computed and plot against the pixels
indices (P) for QFx = QF2. As evident from Fig. 5.4 (b), this plot now demonstrates
a zero line, hence indicating that the reconstruction is complete.
5.3 Summary
In this chapter we propose a method to reconstruct a tampered JPEG image (having varying
quality factors), hence transform it into a form having uniform quality factor throughout.
However, due to inherent lossy property of JPEG compression, it is not possible to remove
the effects of double–compression from the tampered image, however we succeed to remove
the differences in quality factors. Hence we call it an optimal reconstruction of JPEG images.
To reconstruct the forged image we utilize the characteristics of the pixel–differences
D2 computed from the S error matrix. The D2 vs. xP plot of a reconstructed JPEG
image demonstrates a zero line consistent to that of an original image. Thus the resultant
reconstructed image with uniform quality factor has been optimally reconstructed.
Chapter 6
Experimental Results And Discussion
The proposed technique is implemented in MATLAB, using the MATLAB Image
Processing Toolbox. For our experiments, shown in Fig. 6.1 are the 16 standard 512  512
grayscale images collected from CVG-UGR Image Database [59] and USC-SIPI Image
Database [60]. To perform compression of the test JPEG images with specific compression
ratios we have used the imwrite function of MATLAB. The imwrite function of MATLAB
allows JPEG quality factors in the range [1,100], ‘100’ representing zero compression and
‘1’ representing the maximum level of compression.
In our experiments we have used JPEG images compressed at quality factor QF1 2
[40; 90]. We have manually forged selected regions of the test images for our experiments,
the manual forgery being induced in the following way. We extracted a m  n region of
the image, where 1  m;n < 512 and re–saved it with a second quality factor QF2 2
[40; 90]. The re–compressed region is later transplanted back to the same locationof the
original image.
To illustrate the effectiveness of the proposed method over JPEG forgeries involving
diverse compression ratios, the attack on the above–mentioned test images have been
conducted manually by considering diverse values of QF1 and QF2. The experimental
results to follow, prove the efficiency of the proposed methods in all above cases.
Figure 6.1: Grayscale test images(512512 pixels) (a) Lena (b) Mandrill (c) Elaine (d)
Butterfly (e) Lake (f) Boat (g) Jetplane (h) Barbara (i) Cameraman (j) Goldhill (k) Pirate
(l) Peppers (m) Owl (n) Airplane (o) Woman darkhair and (p) Walkbridge.
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Figure 6.2: (i) Aligned Forgery. (a) Lena image originally compressed; DCT grids shown in
red. (b) Extracted region preserving DCT grids. (c) Extracted region re–compressed; DCT
grids shown in yellow. (d) Forged image with aligned DCT grids. (ii) Non–aligned Forgery.
(a) Butterfly image originally compressed; DCT grids shown in red. (b) Extracted region,
not preserving DCT grids. (c) Extracted region re–compressed; DCT grids shown in yellow.
(d) Forged image with mis–aligned DCT grids.
6.1 Forgery Detection and Localization Results
In our experiments we have considered both cases of aligned and non–aligned JPEG
attack. Specifically,
1. For aligned forgery, the selected region is extracted such that all its boundary pixel
location coincides with the DCT grid of the original image. In our experiment, we
select and extract a 200200 region of a 512512 test image, located at pixel position
(201:400,201:400) (i.e from row 201 to 400 and column 201 to 400) to be tampered
(intentionally) . The aligned forgery attack on Lena image is shown in Fig. 6.2 (i).
2. For non–aligned forgery, the image region to be tampered is selected such that it does
not preserve the DCT grid alignment of the original image. In our experiment, the
region located at pixel position (200:399,200:399) is selected for manual tampering.
This has been shown in Fig. 6.2 (ii), for the Butterfly image.
Now, the tampered images are analyzed for forgery detection and localization. As
discussed in Section 4.2, the forged images undergo re–compressions at different values
of quality factor QFx, ranging from 40 to 90 in steps of 1. The corresponding error
images (S matrices) are computed using Eq. 4.1. The error images for varying degrees of
re–compression in the range [40,90], for the Lena test image have been depicted in Fig. 6.3
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Figure 6.3: S error matrices at different compression ratios QFx 2 [40; 90], shown as
grayscale error images. (a) Lena in Aligned forgery case. (b) Butterfly in Non–aligned
forgery case.
(a) and for the Butterfly test image in Fig. 6.3 (b) for aligned and non–aligned forms of
forgery respectively.
For all our test images, we can distinguish the forged region from the rest of the image,
most clearly from the error image at some QFx 2 [40,90]. As evident from Fig. 6.3(a),
for the Lena image with aligned forgery, the best error image is obtained at QFx = 60 and
QFx = 80. Whereas, for the Butterfly image with non–aligned forgery, the forged region is
best distinguishable from the error image at someQFx 2 [80,90], as evident from Fig. 6.3(b).
Next, we further investigate for localization of the forged region. From the results of
forgery detection as shown in Fig. 6.3, the best error matrix that depicts the existence of
forgery is obtained at QFx = 80 for aligned forgery and either QFx = 80 (or QFx = 90)
for non–aligned forgery. Let us denote the optimal quality factor, that generates the optimal
error matrix, as QFo. From the discussion in Section 4.3, for Lena and Butterfly test images
we observed QFo = 80 to be the optimal quality factor. As discussed in Section 4.4 we
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Figure 6.4: Forgery detection and localization results. (Left) Optimal Error Matrices atQFo.
(Center) QF vs. B plots. (Right) Localized forged regions. (a) Lena [QFo = 80] (b)Mandrill
[QFo = 90] (c) Elaine [QFo = 80] (d) Butterfly [QFo = 80] (e) Lake [QFo = 80] (f) Boat
[QFo = 60] (g) Jetplane [QFo = 90] (h) Barbara [QFo = 90].
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Figure 6.5: Forgery detection and localization results. (Left) Optimal Error Matrices atQFo.
(Center) QF vs. B plots. (Right) Localized forged regions. (i) Cameraman [QFo = 70] (j)
Goldhill [QFo = 70] (k) Pirate [QFo = 90] (l) Peppers [QFo = 60] (m) Owl [QFo = 40]
(n) Airplane [QFo = 50] (o) Woman darkhair [QFo = 50] (h) Walkbridge [QFo = 80].
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utilize the optimal error matrix to localize the forged region.
The optimal error matrix, the QF vs. B plots, and the localization results of the forged
test images have been shown in Fig. 6.4. It can be observed that the QF vs. B plot for each
test image (for aligned and as well as non–aligned forgery) demonstrates a sudden change
that remains persistent over a range of B values, corresponding to the tampered regions of
the images. This is in accordance to our discussion in Section 4.4. The pixels locations of the
image which are forged, are localized by recording the block indices (B) with the unknown
quality factor i.e QF = 0.
However certain blocks belonging to the unforged part of the tampered image may be
falsely categorized as forged. The QF vs. B plots, in Fig. 6.4 (b), Fig. 6.4 (e), Fig. 6.4 (h),
Fig. 6.5 (i), Fig. 6.5 (k), Fig. 6.5 (l) and Fig. 6.5 (p) of the forged test images Mandrill,
Lake, Barbara, Cameraman, Pirate, Peppers and Walkbridge demonstrate that few blocks
belonging to the unforged parts of the images, falsely assumedQF = 0. Due to such falsely
classified forged blocks, though minimal, we are not always able to achieve 100% detection
accuracy. However the proposed detection and localization method achieves an average
detection accuracy that is close to 100% and considerably higher when compared with the
current state–of–the–art, as we shall see in Section 6.4.
6.2 Detection andLocalization ofMultiple JPEGForgeries
In this paper, in addition to a single forgery in an image, we also consider the case where
multiple regions of a JPEG image are forged. We consider the general case, where the
multiple forgeries involve re-–compressions at varied quality factors. In this experiment, we
manually forge multiple regions of our test images. The forgeries induced are of different
sizes which are extracted and re–-saved at different quality factors in the range [40,41,...,90].
The forged regions include both aligned and non–aligned types of forgeries.
The proposed detection and localizationmethods presented in Section 4.2 and Section 4.4
respectively, were applied to the JPEG containingmultiple forged regions. The results of this
experiment have been presented in Fig. 6.6 for test images (a)–(h) of Fig. 6.1 and in Fig. 6.6
for test images (i)–(p) of Fig. 6.1. The forged regions have been outlined. The optimal error
image obtained at QFx = QFo depicts the existence of forgeries. QF vs. B plot as well as
the localized result of the forged regions has been shown.
6.3 Reconstruction Results of Forged JPEG Images
As discussed in Chapter 5, to reconstruct the tampered test images such that the entire image
assumes a uniform compression ratio, we require the knowledge of the ratios at which the
regions of the tampered images are compressed.
From the results presented in Section 6.1 for forgery detection and localization, the forged
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Figure 6.6: Multiple forgeries detection and localization of test images (a)–(h) of Fig. 6.1.
From left: The tampered image: (manually) forged regions outlined; Optimal error image
depicting the existence of forgery; QF vs. B plot; Localized tampered regions
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Figure 6.7: Multiple forgeries detection and localization of test images (a)–(h) of Fig. 6.1.
From left: The tampered image: (manually) forged regions outlined; Optimal error image
depicting the existence of forgery; QF vs. B plot; Localized tampered regions
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and unforged regions of a tampered image are successfully identified. Also, the compression
ratio at which the unforged region is compressed has been estimated asQF1, which is nothing
but the original test JPEG quality factor. (This is also evident from the QF vs. B plots of
Fig. 6.4 and Fig. 6.5.)
On the other hand, to learn the compression ratio of the forged region, the forged region
is extracted and re–compressed at different values of quality factorQFx, ranging from 40 to
90, in steps of 1. The corresponding error images (S matrices) are computed using Eq. 4.1.
Next, the consecutive row–-wise horizontal pixel-–pair differences of S are computed and
stored into vectorD2 using Eq. 5.1, as discussed in Section 5.1. TheD2 vs. xP plots 8QFx 2
[40; 90] are formed, and out of all those plots, the one obtained with QFx = QF2 depicts a
zero line. Here Px = [1; 2;    512511]. TheD2 vs. xP plots corresponding toQFx = QF2
for our test images are shown in second column of Fig. 6.8 for test images (a)–(h) of Fig. 6.1
and Fig. 6.9 for test images (i)–(p) of Fig. 6.1.
TheD2 vs. xP plots of the forged test images are formed by re–compressing them at their
original quality factors, i.e., QF1, and then computing S matrices followed by D2 vectors,
and finally plotting D2 vs. xP. In the leftmost column of Fig. 6.8 for test images (a)–(h) of
Fig. 6.1 and Fig. 6.9 for test images (i)–(p) of Fig. 6.1 for QFx = QF1 depict the series of
plots for the forged test images. TheD2 vs. xP plots demonstrate a sudden change in theD2
values that remains persistent over a range of pixels corresponding to the forged region.
For reconstruction of the forged images, they have been re–compressed using the
technique proposed in Section 5.2 of Chapter 5. For reconstruction, the value of the
compression ratio is chosen as that of the forged region, i.e., QF2. After the proposed
reconstruction is carried out, the entire reconstructed image now assumes a uniform
compression ratio equal to (QF1; QF2) as discussed in Section 5.2. Finally, for verification
theD2 vs. xP plots for the reconstructed images are formed, shown in the rightmost column
of Fig. 6.8 for test images (a)–(h) of Fig. 6.1 and Fig. 6.9 for test images (i)–(p) of Fig. 6.1.
From those plots it is evident that the reconstructed images assume a uniform compression
ratio, (with no sub–part compressed by a compression ratio that differed from rest of the
image), since the D2 vs. xP plots are now zero lines. This is same as the D2 vs. xP
characteristics of the original images.
In addition, to assess the performance of the reconstructed algorithm as well as the visual
quality of the optimally reconstructed images, Structural Similarity Index Measure (SSIM)
and Peak Signal to Noise Ratio (PSNR) have been utilized in our work. PSNR is a quality
metrix defined as 10 log10(2552/MSE). The mean squared error (MSE) has been computed
between the original image compressed at QF2, and the optimally reconstructed image.
SSIM another a quality metric defined as a measurement of the similarity between two
images with a score ranging from 0 to 1 (1 indicates correlation at a maximum and 0 indicates
correlation at a minimum between the two corresponding pixels of the original image and the
optimally reconstructed image). The PSNR and SSIM values for 16 test images, obtained
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Figure 6.8: D2 vs. xP plots. (Left) D2 vs. xP plots for forged images at QFx = QF1.
(Center) D2 vs. xP plots for forged regions at QFx = QF2. (Right) D2 vs. xP plots for
reconstructed images atQFx = QF2. (a) Lena [QF1 = 80; QF2 = 60] (b)Mandrill [QF1 =
90; QF2 = 50] (c) Elaine [QF1 = 80; QF2 = 90] (d)Butterfly [QF1 = 80; QF2 = 40]
(e) Lake [QF1 = 80; QF2 = 50] (f) Boat [QF1 = 60; QF2 = 90] (g) Jetplane [QF1 =
90; QF2 = 40] (h) Barbara [QF1 = 90; QF2 = 70]
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Figure 6.9: D2 vs. xP plots. (Left) D2 vs. xP plots for forged images at QFx = QF1.
(Center) D2 vs. xP plots for forged regions at QFx = QF2. (Right) D2 vs. xP plots for
reconstructed images at QFx = QF2. (i) Cameraman [QF1 = 70; QF2 = 90] (j) Goldhill
[QF1 = 70; QF2 = 50] (k) Pirate [QF1 = 90; QF2 = 60] (l) Peppers [QF1 = 60; QF2 =
90] (m) Owl [QF1 = 40; QF2 = 80] (n) Airplane [QF1 = 50; QF2 = 80] (o) Woman
darkhair [QF1 = 50; QF2 = 70] (p) Walkbridge [QF1 = 80; QF2 = 40]
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Table 6.1: Performance of proposed reconstruction algorithm, averaged over 16 different
512 512 test images, in terms of PSNR and SSIM for Aligned JPEG Compression
QF1/QF2 50 60 70 80 90
50 PSNR(dB) 96.89 97.61 91.93 94.39 75.72
SSIM 1 1 0.99 0.99 0.99
60 PSNR(dB) 90.55 94.69 97.02 88.82 77.97
SSIM 0.99 0.99 1 0.99 0.99
70 PSNR(dB) 86.66 94.71 96.99 94.46 79.63
SSIM 0.99 0.99 1 1 0.99
80 PSNR(dB) 95.20 92.90 89.81 96.84 81.36
SSIM 0.99 0.99 0.99 1 0.99
90 PSNR(dB) 94.57 92.64 94.13 92.84 96.06
SSIM 0.99 0.99 0.99 0.99 1
by the proposed reconstruction method, are reported in Table. 6.1 for aligned compression
forgery and in Table. 6.2 for non–aligned compression forgery . The PSNR and SSIM values
are averaged across all the 16 test images that were tampered with different combinations of
QF1 and QF2 as tabulated in Table. 6.1 and Table. 6.2.
6.4 Comparison with State–of–the–Art
Numerous double compression based JPEG forgery detection methods exist in the current
literature, which have been discussed in Chapter 2. Such techniques are specialized to
detect re–compression with either aligned or non–aligned block boundaries but not both.
The forensic methods presented by Chen and Hsu in [44] and Bianchi et. al in [11] have
proposed techniques that can detect both aligned and non–aligned re–compression based
forgeries. However the authors in [44] have separately devised two algorithms specialized
for these two forms of JPEG forgery. To measure the occurrences of blocking artifacts in
non–aligned forgery as well as the DCT coefficients in aligned forgery, a set of features have
been defined. Similarly, in [11], the authors have proposed statistical models to descrimintae
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Table 6.2: Performance of proposed reconstruction algorithm, averaged over 16 different
512 512 test images, in terms of PSNR and SSIM for Non–aligned JPEG Compression
QF1/QF2 50 60 70 80 90
50 PSNR(dB) 43.05 43.69 44.05 46.23 49.91
SSIM 1 0.99 0.99 0.99 0.99
60 PSNR(dB) 41.37 43.75 44.66 46.52 49.78
SSIM 0.98 0.99 0.99 0.99 0.99
70 PSNR(dB) 39.29 41.57 44.63 45.26 49.54
SSIM 0.98 0.98 0.99 0.99 0.99
80 PSNR(dB) 41.09 39.22 41.59 45.83 49.24
SSIM 0.98 0.97 0.98 0.99 0.99
90 PSNR(dB) 40.94 41.11 42.36 41.08 48.32
SSIM 0.98 0.98 0.98 0.98 0.99
forgery based on quantized DCT coefficients for aligned compression and dequantized DCT
coefficients for non–aligned compression are used to discriminate aligned and non–aligned
JPEG forgeries. have been used as features to discriminate forgeries. Also, most methods
such as [Luo et al. 2007; Bianchi and Piva 2011; 2012a; 2012b], require suspecting and
cropping a region to check for existence of forgery.
Our contribution in this paper, is a generalized technique that can detect the existence
of both forms of forgeries: aligned and non–aligned and does not require suspecting and
cropping a region to detect the forgery. Importantly, when an image has been tampered
with both forms of forgeries at multiple regions, our method is efficient enough to detect all.
Majority of the existing algorithms analyze the whole image to detect the presence of forgery,
without localizing the actual tampered region. However, to the best of our knowledge the
forensic algorithms in [Bianchi and Piva 2012b; Bianchi et al. 2011; He et al. 2006; Wang
et al. 2011] automatically detect and localize forged regions. In the paper, we propose
a forensic JPEG forgery localization algorithm where we require no a–priori information
related to the image area that underwent tampering, and operates efficiently for single as
well as multiple JPEG compression of degree two based forgeries, adhering to both aligned
or non–aligned or both.
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Table 6.3: Comparision results of the proposed forgery detection and localization algorithm
with state-of–the–art in terms of Detection Accuracy (DA) for Aligned JPEG Forgery.
QF1/ QF2 50 60 70 80 90
50
Proposed 28.25 99.47 99.21 99.11 98.77
[44] 64 91 97 99 100
[24] 59 69 97 98 99
[20] 0.84 59.3 84.0 94.0 96.8
60
Proposed 99.56 32.60 99.61 99.32 99.02
[44] 86 68 96 99 100
[24] 83 56 90 100 99
[20] 45.8 1.12 72.7 96.6 97.0
70
Proposed 99.60 99.66 32.57 99.61 99.48
[44] 75 87 71 99 100
[24] 70 60 66 96 100
[20] 37.8 41.3 1.92 74.3 95.1
80
Proposed 98.78 99.60 99.78 32.57 99.40
[44] 84 84 79 66 100
[24] 67 59 61 62 100
[20] 47.6 39.5 32.8 4.03 94.2
90
Proposed 98.47 98.75 99.19 99.22 84.23
[44] 71 75 67 88 77
[24] 64 59 63 50 68
[20] 40.5 40.5 44.2 40.5 12.8
To prove the efficiency of the proposed work we evaluated the performance of the
proposed forgery detection and localization techniques, and compared it with six other JPEG
forensic techniques. The performance has been measured in term of detection accuracy,
separately for aligned and non–aligned forgery cases.
For aligned forgery detection, we have compared our Detection Accuracy (DA) results
with those of [20, 24, 44]. The DA results achieved for different combinations of (QF1,QF2)
are tabulated in Table 6.4. In case of non–aligned forgery we have compared our proposed
technique with [22, 43, 44]. The DA results for different combination of (QF1,QF2) are
tabulated in Table 6.4. The performance results presented in Table 6.4, represents the
performance averaged over our entire test set. In Table 6.4, for each combination of
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Table 6.4: Comparision results of the proposed forgery detection and localization algorithm
with state-of–the–art in terms of Detection Accuracy (DA) for Non-Aligned JPEG Forgery.
QF1/ QF2 50 60 70 80 90
50
Proposed 98.59 98.62 98.62 98.64 98.67
[43] 88.5 92.6 93.7 94.7 95.7
[44] 56.3 62.4 73.7 82.4 91.5
[22] 73.6 82.6 89.5 95.9 97.1
60
Proposed 98.60 98.63 98.68 98.67 98.68
[43] 80.7 90.7 94.4 96.3 97.2
[44] 55.1 60.0 67.6 79.3 90.6
[22] 67.2 77.3 85.4 94.8 97.2
70
Proposed 98.59 98.63 98.65 98.66 98.68
[43] 60.8 77.7 92.5 96.5 98.0
[44] 53.2 56.7 61.9 72.7 88.6
[22] 61.0 67.8 76.8 89.9 97.3
80
Proposed 98.56 98.64 98.67 98.68 98.68
[43] 50.2 53.6 67.6 91.0 98.6
[44] 51.4 753.5 57.1 63.1 80.7
[22] 57.4 60.0 63.9 75.3 94.8
90
Proposed 98.25 98.29 98.34 98.35 98.36
[43] 50.2 50.1 49.8 54.8 85.4
[44] 49.5 49.8 50.8 53.3 63.5
[22] 55.4 52.8 53.4 56.4 76.5
(QF1,QF2), the highest DA achieved among the four techniques has been highlighted in
bold.
As evident from Table. 6.4, in case of aligned forgery, our proposed scheme
outperforms [20, 24, 44] when QF1 6= QF2, with DA values close to 100%. Moreover,
in [20], the method is effective only in those tampered images where the region has been
tampered with a quality factor comparatively lower than the rest of the image, which is not
any limitation in the proposed method as evident from Table. 6.4. However, forQF1 = QF2,
since the DCT coefficients do not get modified after re–compression, the proposed method
does not always achieve equally high detection accuracy for this form of re–compression.
For non–aligned forgery detection, the proposed scheme outperforms [22, 43, 44] for all
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cases QF1 < QF2, QF1 = QF2 and QF1 > QF2, with DA close to 100%, as evident from
Table. 6.4.
6.5 Summary
Our experimental results for the proposed forgery and localization techniques as well as for
the reconstruction technique have been assessed in this chapter. Peak Signal to Noise Ratio
(PSNR) and Structural Similarity IndexMeasure (SSIM) have been utilized as quality metric
measurement for our reconstructed images. Also comparison with the state–of–the–art JPEG
forensic techniques [1]–[5] to prove the efficiency of our method have been evaluated in
terms of average detection accuracy. Our experimental results achievied detection accuracy
close to 100%.
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Conclusion and Future Work
In this thesis, we propose a blind JPEG forgery detection and localization technique,
which attains three–way goal. First, it enables the forgery detection and localization
processes to be completely automated without the need for human intervention. Second,
single as well as multiple forged regions are detectable with our detection and localization
approaches. Finally we propose an optimal reconstruction technique for forged JPEG
images.
We have dealt with two classes of JPEG image forgery, viz., aligned and non–aligned
double JPEG compressions. The inherent characteristics of JPEG compression and the
effects of re–-compression have been exploited in forms of S error images, QF vs. B plots
and D2 vs. Px plots of JPEG tampered images, in order detect and localize forgery as well
as to reconstruct forged JPEG images.
For our forgery detection approachwe investigate the S error images. We find the optimal
error–matrix for which most of its entries S(i; j) = 0. The optimal error–matrix clearly
depicts the existence of forgery in a tampered image.
In order to localize the forgery we utilize the optimal error matrix where we divide the
tampered image into blocks of 8  8pixels and quality factor (QF) of the each tampered
image block are estimated. The QF vs. B plot is used to localize the forgeries by locating
those blocks with unknown quality factor.
To reconstruct the forged image we utilize the characteristics of the pixel–differences
D2 computed from the S error matrix. The D2 vs. Px plot of a reconstructed JPEG image
demonstrates a zero line consistent to that of an original image thereby indicating that our
proosed reconstruction method achieves the aim of optimally reconstructing the tampered
image with its entire region subsequently compressed uniformly with the same quality factor.
Peak Signal to Noise Ratio (PSNR) and Structural Similarity Index Measure (SSIM)
have been used as performance metric as well as quality metric to efficiency of the proposed
reconstruction method as well as the visual quality of the optimally reconstructed image.
To prove the efficiency of the proposed forgery and detection techniques evaluated its
performance and compared it with the state–of–the–art JPEG forensic techniques [1]–[5].
Our experimental results prove the efficiency of our proposed techniques with detection
accuracy close to 100%.
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Future Work
This thesis solely deals with double compression based JPEG forgery detection.
However JPEG forged image can also involve re–compression of higher degrees. For
example a triple JPEG compressed image where an image has undergone three times
compression. The future direction of this research includes investigation of JPEG forgeries
involving triple or higher degrees of compression.
Also in reality, multiple manipulating operations are used to create a forgery. Most of the
existing digital forensic techniques are devised to detect specific type of manipulating. In
future a further study on the different types of image manipulating operations will be done
so as to identify the fingerprints or evidences that is left behind in a tampered image. Based
on the findings a robust forensics techniques can be devised in the future.
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